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Introduction




Introduction (15 min)
Forensic Imaging, Analysis and Recovery Tools (45 min)
Break (10 min)

Hands-on Session:
Forensic Analysis of the Digital Dossier Génétique (120 min)

Discussion: The Born Digital Record and the DSE (20 min)



Outline (a bit more detailed)

- Introduction (15 min)

- Forensic Imaging, Analysis and Recovery Tools (45 min)
- Forensic imaging
- Forensic System Analysis: Sleuthkit, Autopsy
- File and data recovery (file undelete, carving, drive slack

analysis, fragmented files, system restore points, other)

- File structures (Fastsave, RSID)
- Cloud forensics (Dropbox, Google Docs)

- Break (10 min)

- Hands-on Session: Forensic Analysis of the Digital Dossier
Génétique (120 min) - Caine Linux, evidence: artificial
Win2k, Win7, Win10 images

- Discussion: The Born Digital Record and the DSE (20 min)



Caine Linux
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BitCurator
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Forensig 2.0

Forensig 2.0~ Opera °

Scriptmanager

2 Upload new script | & Create empty Script

# Name Valid Errors Status

delete edit 244 ossimple Tue ek
delete edit 25 oscomplex True > run script
delete edit 246 android Tue o
delete edit 7 fatsimple Tue aaciol
delete edit 248 fatcomplex True »inunsciot
delete edit 251 android2 Tue o
delete edit 253 example Tue > aciph
delete edit 254 Ottawa_.. True o
delete edit 255 GPT Tue e
delete edit 256 defs True » run script =

Kontakt: Forensig 2.0 - Lehrstuhl fr Informatik 1 - Universitat Erlangen - & Christian Moch

By Christian Moch, PhD thesis, Erlangen University, 2010, http:/ /d-nb.info/1068781181/04.



Forensic Imaging, Analysis and
Recovery Tools




Forensic Imaging: »dd«

- bit-by-bit imaging of the harddrive platter with »dd« or one
of its variants dc3dd, dd_rescue, FTKimager, EnCase, aimage

- Please note: Just copying the visible folders and
»ISO-Images«< are useless for forensic use.

- In cases of severe damage a laboratory can help

- Can be performed on any kind of block-based storage

- Can be authenticated thru hashing

- Should be done asap, as long as the drive works and the
wafer is intact.



Forensic Imaging: Guymager (dd GUI)
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System Analysis: Sleuthkit

@ Test1:host2:vol2 % e
P Anacvsss FusTvee MEADATA | DaAUMT | Hee Ciose
ON 2 |
Searching for ASCII: Done 4mPrevous  Nextmb

Saving: Done
1 hits- link to results

ExpoRTConTenTs Ao Nore
ASCII (display - report) * Hex (display - report) * ASCII Strings (display - report)
Searching for Unicode: Done File Type: English text, ¢

‘Saving: Done Sector: 39
0 hits ‘Status: Not Allocated
Find Meta Data Address
New Search
1 occurtence of password was found ex Contents of Sectar 39 in scan2h.dd-0-0 =
‘Search Options:
AscCll
o o o ceraeses sizr061 79630005 s3b2e  ntee d pa yche ck
lo  Siames 72207061 Tasseera T3z0o7e  Thes 1 po et s Gi
% 7osmaurs comssi20 isicess 7erosest  ve.t hen wone y fo
; ) i 72208075 cedws0 elseci Tacsr ¢ unch and hey
Sector 39 (e - Asci) G4 J073706s cesaanes 7ax0efes 20607920 spe nd i Ton iy
1:330 (same password that) 80 73747566 66202049 92642061 6e20656e stuf f. I .manen
G 74726370 7ousgecs 75722620 MlGdoods  trep rene r. a1
easiord e not ound T2 2oofoes: 75z0sice sa07oet 750736 omy on e yo b se
] 138 Gacaurs eistasdd irocees oamoes 1Lt 47 N aybe Te
S 14 Giceaues cuesfed esr0edes 7  an b econ o g sirs
Uricode 160 carsries 7azostos 2ovicems 2aromsel  buto 1 of the yea
Case Sensitive 176 72210d0d 4920656d 61696¢65 64207961 ri.. Ienailedyo
12 75207469 63207363 69856473 Uth e 5 hedy o't

200 2066520 6357665 72206470 7365666 me cove r my self
256 20616064 20606174 20626520 70726564 and not be pred
7 7 2054656¢ 6020665  icti ve. Tl Lme
266 20776861 7420796f 75207468 696ech2e ha t yo u th ink.
S04 20546 0656e 2069742c 20757365 To open it, use
320 20746865 20736164 65207061 73737761 the sam e p

33 72642074 69617420 79617520 73656274 rd that you sent
32 2066520 62656661 72652077 69746820 me befo re w ith
368 74635174 2066696c 65202054 616c6020  that fil e, T alk
384 74612079 6f75206c 61746572 260d0d54  to y ou 1 ater ...T
300 6aslGe6b 0d 42676520 04000000 hank ... Joe

a6 00000000 0000000 00000000

00
49 00000000 G0DD0OCO 00O0GO0 00000000

Sleuthkit (hex view)



System Analysis: Autopsy Browser

File Edit View Tools Window Help
Close Case == AddImage |l | Generate Report ] [ © cKepwordlets -
® age |l por : : -
& Directory Listing. | [EnEE)|
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53 w0
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System Analysis: Autopsy Browser (Linux

thostLvot3 ~Opera °

0] @] 4 D. & ©

1
o BB e warren pe— cneares. e [E—

wiv sen s 0 0 smess

viv sm w0 0 0

viv sz oo

/4 supanriless o 0 0 owsso
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vl e 2004-06-24 1905:00 (EDT) 2004-00-24 D000 (EDT)  2004-06-23 190508 (EDT) o o0om
v e mmtiless 20040023 185920 (EDT) - 2004-00.23 0000:00 (EDT)  2004-0024 002454 (EDT) 65536 0 0 41
Y rr Dmetiless 20040623 19:1702 (EDT) 2004-06:23 0000:00 (EDT) 2004062400244 (EDT) 6553 0 0 o8
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v air mmtiless B oo 0 0 2
v e emtiless 20041114 1349:50 (EST)  2004-11-14 00:00:00 (IST) 20040024 002454 (EDT) 65536 0 0 L
Y rr Dmetiless 20050202 12:4220(EST)  2005.02020000:00 EST) 20040624 0244 (EDT) 6553 0 0 189
7 metile sy o5 o o0
v T o0 s rT s Son s oo sa i _ssss 00 e -

File Browsing Mode
Inthis mode,you can view fileanddiectory conents.
File contens will be shown in i windors.
Yo can als st the s usig the colunn eaders

Autopsy, Orphaned File View
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System Analysis: Autopsy Browser

SIS
Mode: [ dlls Counts | [ Dewails | [ snapshot  Scale: Linear () Square Root @ Logarithmic
i [
Event Type: Base Type Sub Type| £
: s
i
 Apply
-
> (V) File System [ ]
> (V) Web Actviy ol Start [ Feb 8, 1999 60808 AM ® P B | Q zeomivoutto ~ ek Mar22,2012 1341400 |©
. A s
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Autopsy: timeline
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System Analysis: Autopsy Browser

Dispay Times . (@) LocelTme Zome
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Forensic Data Recovery: retrieving the text

- never (really immediately) deleted

- if deleted, partially recoverable through undelete, carving
etc. (if not overwritten, redundancy!)

- system-specific: restore points, backup data

- file structure.
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Forensic Data Recovery: Undelete

estDisk 6.12-WIP, Data Recovery Utility, April 2869
hristophe GRENIER <{grenierfcgsecurity.org’>

[ttp://wwn.cgsecurity.org
L > FAT32 1 1 734 254 63 11887712 [NO_NAME]

1 ectory ~Dokumente und E].n_»tellungen/T]lDl.‘tEn/DE_‘ktD])/CuntalnEl‘/TE.‘tfall F_U

se Left arrow to go back. Right arrou to change directory, ¢ to copy.
h to hide deleted files, g to quit_

[ trg Rechts

[4]
listart |J HES@ H Jtestdisk-5, 12-WIP  C:\Dakumente und Ein. G sall 163

TestDisk undelete operation 15



Forensic Data Recovery: restore points

Time Machine

Genersl | Securty | Details | Previous Versions

e L

T FPrevious venions come from resore ports orfrom
%) Windows Backup. How do | use previous versions?

Name: Mac Pro Time Machine Fie versions:
Available: 1.3 T8 of 1.4 T8 ~
Name Date modified Location
Oldest Backup: —
Change Oisk... | |t gackup: 4 Today @)
Options... Backing up: =
T | [Etest.. 24172009958 AM  Restore paint

[Etest... 211/20099:58AM  Backup

Time Machine keeps.
« Hourly backups for the past 24 hours

« Daily backups for the past month

« Weekly backups. until your backup disk i full

P L —— ®

[ row ]

Mac Time Machine
Win7 Virtual Snapshot Service restore



Forensic Data Recovery: file carving, e.g. foremost

Datei Bearbeiten Ansicht Terminal Hilfe
[tho @1 1 ~1% f

- »foremost« is the oldest file carver, but still quite reliable

- More recent carvers Scalpel, PhotorRec, CarvFs, LibCarvPath,
EnCase, Adroit ...

- Please note: Differing heuristics will lead to different carving
results.

- Please note: Carving results are often »constructed traces«,
sometimes even misleading.



Forensic Data Recovery: drive slack, raw image inspect

First step: isolate the slack blocks with the »blkls«--command (formerly »dls«):

-s Forensi

Datei Bearbeiten Ansicht Terminal Hilfe

[thor alhost ~1% strings --radix=d Extr_Slack-Blocks.dls >

In Principle, one can do this with the whole hd, just leave out dls ...



Forensic Data Recovery: other

- System crashes as source (e.g. .CHK)
- Registry / Logs — Autopsy timeline feature

- Dropbox cache / deleted items / account data /
recoverable sync data (Dropbox Reader, Dropbox Decryptor)

- Browser cache

- Desktop trash folder
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Auto-defragmentation

. 030Bxing 12Poieson lton Y =)

Defragmentation | Jobsandreports  View  Help

T PN
B AN i {% Disk defragmenter schedule configuration:
Detiagnent £t Atomatic_Ensbe Zone setings
Computer sefings  montorng [zones] fiing
Quikstar Detragnetation sytem staus options 7] Run on a schedule (recommended)
rr—r e rTE— T ————— ol | i =

Resdy - Mntored o 250 3 000 S0OME7L00MB NTFS
e 150503 5 20297 Ga_nTFS
&) analyze an-F Day:
@ ceatorgrons sninerr
F; Time:
@ oemaze w0
(0 ormmzegua  cRL-Q Disks:
7| ormuzegonpicte cTR-C
e - W
(9 - 36348 Clustersperb| | Montorno
- Change coum. — oo SEEs
B e e i i
1 1 1
[Jfree = Compress 5 Alocsted = ] Reserved for FT
5 System = Pagingfile 8 Locked exclusively | Being processed 5 Folder
(1] Custer (5 oba] 5 Reports | s Drve ttus 1 Fi st

Reacy

Win7 autodefragmentation feature
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File Structures: fastsave feature

Fle Edit View Windows

©New  {}0pen
$WRD3770.TMP 3

Bookmarks  Tools

[ save Jhsave as

Undo

Settings Help

v @ Redo

v 3 cut

Copy [ paste | @ Find

0000: B5CA C6
0000: 05E4
icht Gehe zu 0000: 05FE 4469
é @ 0000: 0618 74 20 66 FC
Zuriick v Vor v 0000: 0632 20 44 6F 68
- L 0000: 664C 69 6E 65 20
Name 0000: 0666 64 20 76 6F
e 0000 0680 74 20 75 6E
|| AutoWiederherstellen-Speichert o000: 0694 77 6173 20
0000: 06B4 65 6E 20 68
0000: B6CE 2E 6D 6D 0D
Sicherungskopie von Testfall_F_' 0000: 06E8
0000: 6702

E‘ ~Sstfall F_Viele Zwischenspeic o unac e o

|| sicherungskopie von Testfall_F -

65732069
72206465
756D 65 6E
67616E 7A
6 20 5A65
64206461
77697220
F6 6E 6E 65

6

73742064
6E 205465
742062 6C
65205765
697420 7A
6E6E 2073
736F2077
6E 2E 0D 0D

82
61732054
73746661
65696274
696C 6520
75205465
6568 65 6E
69656465
45727374

B2

65737464
6C6C2046
206569 6E
6F 666665
69742067
20776972
72206865
6520 C4 6E

6F 687560
340D 0D 44
66616368
6E 202077
65E4 6E 64
206D616C
72737465
64657275

82

656E
6173
2065
6972
6572
2020
6C6C
6E67

3 3 : :

: 1]
Dies ist das Testdokumen
t fir den Testfall F-..Das
Dokument bleibt einfach e
ine ganze Weile offen, wir
d von Zeit zu Zeit geander
t und dann sehen wir mal
was wir so wieder herstell
en konnen. . .Erste Anderung

Testfall_F _Viele_zwischenspeict gago; 0556
0000: 0580

$WRA0003.WBK HRtaat co

) $WRA3773.WBK 0000: 05E4

O5FE 00 00 4469
|| $WRA4045.WBK

0000: 0618 74 20 66 FC
= 0000: 0632 20 44 6F 68

UREIIDALT 0000:064C 69 6E 6520
= $WRD0002.TMP 0000: 0666 64 20 76 6F
— 0000:0680 74 20 75 6E
| $WRD0004.TMP 0000:069A 77617320
I 0000:06B4 65 6E 20 68

SRR 0000: 66CE 2F 0D 0D 5A
[} swRD1236.TMP Q008 06E8,

0000: 0702
[*| swRD3770.TMP

$WRDO000.TMP [3

64

65732069
72206465
756D 65 6E
67616E 7A
6E 20 5A65
64206461
77697220
F6 6 6E 65
77656974

64
6

73742064
6E 205465
742062 6C
65205765
697420 7A
6E 6E 2073
736F2077
6E 2E 0D 0D
65204 6E

61732054
73746661
65696274
696C 6520
75205465
656865 6E
69656465
45727374
64657275

A
B2

65737464
6C6C2046
206569 6E
6F 66 6665
69742067
20776972
72206865
6520 C4 6E

6F68756D
3400 0D 44
66616368
6E 202077
65E4 6E 64
206D616C
72737465
64657275

6E 67 250D 0D

2

82

656E
6173
2065
6972
6572
2020
6C6C
6E67

U
Dies ist das Testdokumen
t fiir den Testfall F:..Das
Dokument bleibt einfach e
ine ganze Weile offen, wir
d von Zeit zu Zeit geander
t und dann sehen wir mal.
was wir so wieder herstell
en konnen. . .Erste Anderung
..2veite Anderung

. TMP

0000: 0580 280D
/%] $WRLO199.TMP 0000: 05CA C6
Lo 0000: 05E4
[ gg00:05FE 4469
»AutoWiederherstellen-Speicherung vo 9ae0: 6618 74 20 66 FC
0000: 0632 20 44 6F 68
0000: 064C 69 6E 6520
0000: 0666 64 20 76 6F
0000: 0680 74 20 75 6€
0000: 069A 77617320
0000: 0684 65 6E 20 68
0000: 06CE 2E 0D 0D SA
06ES 6520 C4 6
0000: 0702 6 67 2 0D
0000:071C

65732069
72206465
756D 65 68
67616E 7A
6E 20 5A65
64206461
77697220
F6 G 6 65
77656974
64657275
0D 0D 0D

Offset: 0000:0000  Selection: -

6

73742064
6E 205465
742062 6C
65205765
697420 7A
6E 6E 20 73
736F2077
6E 2E 0D 0D
6520 C4 6E
6E 67 2E 0D

61732054
73746661
65696274
696C6520
75205465
6568 65 6E
69656465
45727374
64657275
D56 69 65

72
B2

65737464
6C6C2046
206569 6E
6F 666665
69742067
20776972
72206865
6520 C4 6E
6E 67 26 0D
72746520

6F 687560
340D 0D 44
66616368
6E 202077
65E4 6E 64
206D616C
72737465
64657275
0D 447269
C46E6465

OVR | Hexadecimal v |  150-8859-1

82

65 6E
6173
2065
6972
6572
2020
6C6C
6E67
7474
7275

+ r
13 13 2 z
2 B i
Dies ist das Testdokume
t fir den Testfall F:..Das
Dokument bleibt einfach e
ine ganze Weile offen, wir
d von Zeit zu Zeit geander
t und dann sehen wir mal
was wir so wieder herstell
en konnen. . .Erste Anderung
..2veite Anderung...Dritt
e Anderung...Vierte Anderu
ng....

>

<

>

<

>
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File Structures: .docx and .odt documents

- XML--based markup
- ZIP--compressed container

- Less often overwritten, corrupted (Garfinkel)

- Needs special carving algorithms, still under development,
some cases not covered yet (e.g. "~WRL[xxx] TMPfiles);
promising approaches: SMART and use of CRC32 checksums

- .docx: temporary files also ZIP--compressed XML--files

- Content cannot be extracted with command »strings«

22



File Structures: .docx

Testfal A — Dolphin

Bearbeiten  Ansicht Gehezu Exras  Einstellungen  Hilfe

% Suchen 7] vorschau Teilen
{ HEN &z [+

71 3 neuer » thorsten » Desktop > Testfall A - Win7Word2007 Informationen

Mame v Grike Datum

m -$stfall A.docx
-E ~WRL2794.imp
™

. Samstag 03:32
Kommentar: Kommeritar

FL2794 tmp (Zip-Archiv, 13,0 KiB)




File Structures: .docx




File Structures: .docx

B document xml — KWrite

Datei Bearbeiten Ansicht Extras Einstellungen Hilfe
“lhu It -su chern ’E 1 unter ® Schieren

<?xml version="1.0" encoding="UTF-8" standalone="yes"?>
<u:document xnlns:
xmlr

><u:body>au:
ault= ><w:r=<w:t=Dies ist Testfall A. Ein Dokument, das
mehrere Stunden 'laﬂq offen b'lelbt Und grof genug ist. um gewisse Spelcheraﬂforderunaeﬂ EL
Ste'llen Daher gibt es hier auch ein paar Blindtexte:</w:t></w:r></w:p><u:p w:rsidR=
i /=:p w:rsidR= Wirs
>ew:pPr><w:pStyle wival
H />an:s2Cs Wi FE</MzTPr=</W:pPr=<w:r
>aw:rPr=<w:rFonts w:as wihansi= /xw-sz
B /><w sz(s w: />=u:lang w SrefmirPreaw:t xml:s >Sed
ut persp1<1at19 unde omnis iste natus error 51'( voluptatem accusantium doloremque laudantium,
totam rem aperiam, eaque ipsa quae ab illo inventore weritatis et quasi architecte beatae
vitae dicta sunt exphcabo Nemo enim ipsam woluptatem quia voluptas sit aspernatur aut odit
aut fugit, sed quia coﬂsequuntur magni dolores eos qui ratione voluptatem sequi nesciunt,
Neque porro quisquam est, qui dolorem ipsum quia dolor sit amet, consectetur, adipisei velit,
sed quia non numquanm eius modi tempora incidunt ut labore et dolore magnam ahquam quaerat
voluptatem. Ut enim ad minima veniam, quis nostrum exercitationem ullam corporis suscipit
laboriosam, nisi ut aliquid ex ea commodi consequatur? Quis autem vel eum iure reprehenderit
qui in ea voluptate welit esse guam nihil molestiae consequatur, vel illum gui dolorem eum
Zeile:1 Spalte: 1




File Structures: RSID-tags in .docx

<w:body>
wip w:
<w:
<w:
<w:
</w:p>
<wip w:
<w:
<w:
<w:
<w:
<w:
</w:p>
</w:body>

rsidR="00DF326F"w:rsidRDefault="00BB246B»
r><w:t>This is a</w:t></w:r>
r w:rsidR="00007AD8»<w:t>recently altered</w:t></w:r>

r><w:t>paragraph.</w:t></w:r>

rsidR="00BB246B"w:rsidRDefault="00BB246B»

r><w:t>In a second</w:t></w:r>

r w:rsidR="00007AD8»<w:t>, even more recently rewritten</w:t></w:r>
r><w:t>paragraph there was</w:t></w:r>

r w:rsidR="0QOEB7E8F»<w:t>— surprise! —</w:t></w:r>

r><w:t>a second rewrite almost at the same time as the

change in the first paragraph, as the identical RSID-Tag-No.©0007AD8
indicates.</w:t></w:r>
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Marked red: the clear text as it appears in the document.Marked green: RSID-Layers.Blue and red: nested edits.



Draftback Plugin for Google Docs

W How I reverse-engr x

€ > C O featuresjsomersnet

6577 40 B4 0 OB

NOVEMBER 5TH, 2014

If you've ever typed anything into a Google Doc, you can now play it back as if it were a
‘movie — like traveling through time to look over your own shoulder as you write.

This s possible because every document written in Google Docs since about May 2010
has a revision history that tracks every change, by every user, with timestamps
accurate to the microsecond; these histories are available to anyone with “Edit”
permissions; and I have written a piece of software that can find, decode, and rebuild
the history for any given document.

n[ain)

O play at sctvat spoc?

ly ar travel.
taken out of the equation: you go from taxito terminal to jetway to
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James Somers: http:/ /features.jsomers.net/how-i-reverse-engineered-google-docs/



Cloud Forensics: Draftback Plugin for Google Docs

W How I reverse-engr x

€ > C [ featuresjsomers.net Gl 4O AR F OB =

ITIITIOL €ITOTT DY 01 S0mme} 5

‘wanted to watch how TNC writes. If he’s ever used Google Docs, it's now possible.)

000 G
coca

S Exnsion Jlel> s e sancrow
sy o o e

o 135 000 s ot o

- L roat 3o oy ragaEnos, xckes ot 19m Han, 10t B
i, &ty Yot 0 o Alasc who keS8 g 4achg 0 8 e

i

Gonvos toundng my sy comiotav cha.

A sl it in Draftback.

To produce the embed, I used a tool I made called Draftback, which I suppose 'm
launching right now. With Draftback, you can play back and analyze any of your own
Google Docs, or, for that matter, any Google Doc you have permission to edit.

(Everyone I've talked to about this has been surprised, and maybe a little unnerved, to
discover that whenever they share a Google Doc with someone, they're also sharing an .
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James Somers: http:/ /features.jsomers.net/how-i-reverse-engineered-google-docs/



Cloud Forensics: Dropbox, Dropbox Decryptor

[ Downioads
# Personiicher Ordner

9 Objekte

I o Research coordrnator

B8 e B MAGNET  oecyproropnone

.dbx files
BN et - Neues firertarene Lahrrfrticer

B eaone

B R 201 - Abstracts

Copyngre 2013 Magne: Foreeis e

Dacrypt Dropbox® dbx file

g ey proves Dropboxe dbx e Gi\DropboxDecryptor\config.dbx Browse
Output Folder Ci\Users\iad\Desktop
Bl - i skodemischen Kontext

Browse

B ropboxcache ey keytie 6A\DropboxDecryptor\dropboxkey.dat | arowse

dropbox User's Password Ireallytoughpassword!
Music " Dear

N Dropboxs ausgewihi et Ot =0
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Discussion:
The Born Digital Record and the DSE




What is the »materiality« of the born digital record?

+ >Material< vs. >immaterial¢

- Forensic vs. formal materiality
- Concepts of evidence / materiality, the >documentc

- »distributed materiality« (J.-F. Blanchette, 2011)

- »relational materiality« (Estrid Sgrensen, 2009)

- »performative materiality« (Johanna Drucker, 2013)

- »every access constitutes a distinct instance of the file«, »Access
is thus duplication, duplication is preservation, and preservation is
creation — and recreation.« (M. Kirschenbaum, 2013)

- »in effect, a disk image or bitstream virtualizes the archive by
yielding a legally and mathematically identical simulacrum.«, »The
e-palaeographer works with simulations of simulations, archives
of archives ... self identical and not, both at the same time.«

(M. Kirschenbaum, 2016)

- Aspects of media achaeology, software studies, critical

code studies
39



Interdependent layers: distributed materiality

Jean-Francois Blanchette, whose work | first encountered in 2008,
draws on a very different disciplinary background for his criticism
of "immateriality"[...] he was extending the study of digital
materiality to the analysis of elaborate systems and their
interdependent modular components. By adding the concept of
distributed materiality to our inventory, he provides language to
describe the co-dependent, layered contingencies on which the
functions of drive, storage, software, hardware, systems, and
networks depend. Not only are all of these elements material, but
they are locked into relations with each other that are governed by
their material design and constraints in ways that have an effect
on the costs and efficient operation of the system.

Johanna Drucker: Performative Materiality and Theoretical Approaches

to Interface, dhqg 2013. 71. par. 6.
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».txtual condition« of the Document / Trace

One can, in a very literal sense, never access the ‘same’
electronic file twice, since each and every access
constitutes a distinct instance of the file that will be
addressed and stored in a unique location in computer
memory. [...] each access engenders a new logical
entity that is forensically individuated at the level of
its physical representation on some storage medium.
Access is thus duplication, duplication is preservation,
and preservation is creation — and recreation. That is
the catechism of the .txtual condition [...]

Matthew Kirschenbaum: The .txtual Condition: Digital Humanities,
Born-Digital Archives, and the Future Literary, dhg 2013. 7.1. par. 16.
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M. Kirschenbaum: Kislak lectures

'A primary record’, the MLA told us in 1995, ‘can appropriately be
defined as a physical object produced or used at a perticular past
time that one was concerned with in a given instance.[..] But in
that aspact the MLA was only addressing half the issue. Today the
conceipt of a primary record can no longer be assumed to be
coterminus with that of a physical object. Electronic texts, files,
feeds and transmissions of all sorts are also indisputably primary
records.

But this also means that this data is fundamentally unstable in the
sense that they rest upon the foundations of other data, what is
quite literally in the trade known as metadata, in order to be
legible under the appropriate computational regiments, which |
have previously termed as formal materiality in my own work.

Matthew Kirschenbaum: The Kislak lectures, March 2016
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M. Kirschenbaum: Kislak lectures

[..] in effect, a disk image or bitstream virtualizes the
archive by yielding a legally and mathematically
identical simulacrum.

[..] Robert ] Morris predicted 'within the next 10 years,a
small and elite band of e-palaeographers will emerge
who will recover data signal by signal.

The e-palaeographer works with simulations of
simulations, archives of archives ... self identical and
not, both at the same time.

Matthew Kirschenbaum: The Kislak lectures, March 2016
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M. Kirschenbaum: Kislak lectures

[..] not that | do not mean to suggest that media are
now immaterial, quite the contrary, but it does mean
that as | argued in Mechanisms, that in order to fully
apprehend the import of the digital medium, we must
acknowledge that its technology have been designed
and engineered through excruciatingly precice
tolerances that often brazenly exploit the physical
properties of phenomena right up to the limits of their
molecular integrity to create and sustain what | like to
call an illusion or a working model of immateriality.

Matthew Kirschenbaum: The Kislak lectures, March 2016
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Fred Cohen: C-Traces vs. O-Traces

Constructed trace A trace constructed from a
reconstruction process. [C-trace]

Original trace A trace produced from evidence in the
matter. [O-trace]

Fred Cohen: Putting the Science in Digital Forensics, Journal of Digital
Forensics, Security and Law, Vol. 6(1) 2011, p. 10.
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The science

- Digital traces have to be documented and evaluated,
according to their context and to their method of recovery
(Cohen) and also fragments have to be hashed (Garfinkel)

- Scientific testing of recovery, analytical methods,
algorithms with forensic corpora to satisfy the Daubert
principle (Garfinkel) - (especially important for file carving)

46



Discussion

How to represent the genetic born digital record?

- Hashes! (also fragments (Garfinkel)? or better offset?)
- Snapshot character
- How to represent fragments in a meaningful way?

- Commentary bridging the gap towards historical,
distributed / relational materiality?

- Documentation also of recovery tools and versions? C-trace
problem to be addressed in the commentary?

7



Thank you for your attention!

Special thanks goes to:
Christian Moch (Forensig 2.0)
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